Two-Factor Authentication (2FA) User Guide
— with multiple (One-Time Passcode) OTP
options

Network for Electronic Transfers (Singapore) Pte Ltd

351 Braddell Road « #01-03 - Singapore 579713
T +656272 0533 F +6562722334 W www.nets.com.sg

Co. Reg. No.198500065G GST Group Reg. No. M90370546E




NETS

Two-Factor Authentication (2FA) with multiple OTP (One-Time
Passcode) options

First time users

STEP 1

[ Existing UserID ] Link Mobile Number

_ ’ [ Mobile number ] ’
Existing Password

ET
LOGIN e

Enter your mobile
Login with existing number for 2FA
userlD and password authentication

Link Email
+ [ Email Address

Enter your email address.
This will serve as your
new login ID

Successful update of
mobile number and
email address
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STEP 2

Email Inbox [ Email Address ] >

[ Existing Password ]

VERIFY EMAIL

LOGIN

Successful update of
Password

l Update Password

NEXT

STEP 3

Email Address
> >

New Password

LOGIN

)
—

Successful Login and
saved as the default login.

1. The default two-factor authenticator (2FA) will be based on the latest option used by the user during the last login,
which in this case is SMS OTP.
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Subsequent Login

Email Address OTP

] Email OTP
’ - B }

EMAIL SMS APP

[ Existing UserID

[ Existing Password ]

LOGIN NEXT

Select Email OTP

Email Inbox

— —| [or ]
om |

Retrieve OTP from Enter the OTP Successful Login
registered Email and saved as
the default
login?.

2. The default two-factor authenticator (2FA) for the user will be based on the latest option used by the user during the last login,
which in the case, is the email OTP.
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Subsequent Login

Google Authenticator OTP — 1% time setup

STEP 1

] App OTP
- S
» >

[ Existing UserID

.. EMAIL SMS APP
[ Existing Password ]

LOGIN NEXT

Select App OTP

Google Authenticator

Gaogle Authenticat

' Pioere| & i ’
CONTINUE NEXT

Install Google Authenticator Verification® for proceeding
on your mobile Authenticator App

[ SMS / Email OTP ]

Google Authenticator Google Authenticator

ScanaQR code &

_ + > >
Enter a setup key
NEXT NEXT

On Authenticator app Select either
(mobile), click on the plus sign 1. Option A -Scan QR code
to create new account 2. Option B - Enter a setup

3. The default two-factor authenticator (2FA) for the user will be based on the latest option used by the user during the last login.
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Option A —Scan QR code

Mobile Authenticator Setup Google Authenticator

1. Open the Authenticator application and scan the QR Code below:
App OTP

e

Ofn2
On Authenticator app Retrieve OTP from Google
(mobile), scan the QR code. Authenticator App

App OTP

Enter the OTP
generated from
Google Authenticator

Successful Login and
saved as the default login®.

4. The default two-factor authenticator (2FA) for the user will be based on the latest option used by the user during the last
login, which in this case, is the App OTP.
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Option B — Enter a setup key

Mobile Authenticator Setup Google Authenticator

Click here if you cannot scan the QR code

A tN
+ Secret key ’ [ cenm e ] +
[ Secret Key ]

Mobile user (who cannot scan QR),
click the blue link to retrieve the
secret key.

Google Authenticator

On Authenticator app (mobile),
enter the Account Name® and
Secret Key.

Google Authenticator

’ Counterbased ——> Time based
ADD
Select ‘Time based’ Retrieve OTP from Google
and click Add. Authenticator App

App OTP

Enter the OTP
generated from
Google Authenticator

Successful Login and saved
as the default login.

5. Account name — Free text, user can put in any name, e.g merchant.

Network for Electronic Transfers (Singapore) Pte Ltd

351 Braddell Road - #01-03 - Singapore 573713
T +656272 0533 F +6562722334 W www.nets.com.sg

Co. Reg. No. 1985000656  GST Group Reg. No. M90370546E




Subsequent Login

Google Authenticator OTP

STEP 2

[ Existing UserID ] @

EMAIL SMS APP +
[ Existing Password ] '
LOGIN NEXT

Login with existing App OTP
userID and password

+ App OTP

Enter the OTP generated
from Google Authenticator.

Successful Login
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